INTERNATIONAL SCIENTIFIC CONFERENCE “ARCHIBALD REISS DAYS”
THEMATIC CONFERENCE PROCEEDINGS OF INTERNATIONAL SIGNIFICANCE






INTERNATIONAL SCIENTIFIC CONFERENCE

“ARCHIBALD REISS DAYS”

Belgrade, 6-7 November 2019

THEMATIC CONFERENCE PROCEEDINGS
OF INTERNATIONAL SIGNIFICANCE

VOLUMEI & 11

University of Criminal Investigation and Police Studies
Belgrade, 2019



Publisher

UNIVERSITY OF CRIMINAL INVESTIGATION AND POLICE STUDIES
Belgrade, 196 Cara Dusana Street (Zemun)

Editor-in-Chief
STEVO JACIMOVSKI, PhD
University of Criminal Investigation and Police Studies

Editors

DRAGAN MLADAN, PhD
University of Criminal Investigation and Police Studies
NENAD RADOVIC, PhD
University of Criminal Investigation and Police Studies
PETAR CISAR, PhD
University of Criminal Investigation and Police Studies
NENAD KOROPANOVSKI, PhD

University of Criminal Investigation and Police Studies
NIKOLA MILASINOVIC, PhD

University of Criminal Investigation and Police Studies
RADOSAV RISIMOVIC, PhD

University of Criminal Investigation and Police Studies
ALEKSANDAR CUDAN, PhD

University of Criminal Investigation and Police Studies

MILADIN NESIC, PhD
University of Criminal Investigation and Police Studies
JELENA RADOVIC-STOJANOVIC, PhD
University of Criminal Investigation and Police Studies
DRAGOSLAVA MICOVIC, PhD
University of Criminal Investigation and Police Studies

Thematic Proceedings Reviewers
DAVID STEPHENS, PhD, School of Criminal Justice, Michigan State University, USA
OLIVIER RIBAUX, PhD, School of Criminal Justice, University of Laussane, Switzerland
NORBERT LEITNER, PhD, Association of European Police Colleges
PREDRAG CERANIC, PhD, Faculty of Security Science, University of Banja Luka, B&H
Computer Design

JOVAN PAVLOVIC
MILOS IVOVIC

Impression
120 copies (CD-ROM)
Print

University of Criminal Investigation and Police Studies, Belgrade

THE CONFERENCE AND THE PUBLISHING OF PROCEEDINGS WERE SUPPORTED
BY THE MINISTRY OF EDUCATION, SCIENCE AND TECHNOLOGICAL
DEVELOPMENT OF THE REPUBLIC OF SERBIA

© 2019 University of Criminal Investigation and Police Studies, Belgrade

ISBN 978-86-7020-431-7
ISBN 978-86-7020-190-3



HONORARY COMMITTEE

Dane Subosi¢, PhD, Rector of the University of Criminal Investigation and Police Studies, Belgrade, President
Zoran Mirkovi¢, LLD, Dean of the Faculty of Law, University of Belgrade
Vladimir N. Cvetkovi¢, PhD, Dean of the Faculty of Security Studies, University of Belgrade
Lieutenant General Goran Radovanovi¢, PhD, Rector of the University of Defence, Belgrade

International members

General Cao Shiquan, PhD, President of the People’s Public Security University Of China, Beijing
Hao Hongkui, PhD, President of the National Police University of China, Shenyang
Lieutenant-General of Police Alexander Viktorovich Simonenko, PhD, Head of the Krasnodar University
of the Ministry of Internal Affairs of the Russian Federation
Major-General Andrey Kochin, PhD, Head of the St. Petersburg University
of the Ministry of Internal Affairs of the Russian Federation
Major-General Vladimir Tretyakov, PhD, Chief of the Volgograd Academy
of the Ministry of Internal Affairs of the Russian Federation
Major-General Valeriy Sereda, PhD, Rector of the Lviv State University of Internal Affairs, Ukraine
Major-general Vladimir Bachila, PhD, Head of the Academy of the Interior Ministry of the Republic of Belarus
José Garcia Molina, PhD, Director of the National Police Academy, Avila, Spain
Marek Faldowski, PhD, Rector of Police Academy, Szczytno, Poland
Lucia Kurilovska, PhD, Rector of the Academy of the Police Force, Bratislava, Slovakia
Yilmaz Colak, PhD, President of the Turkish National Police Academy, Ankara
Daniel-Costel Torje, PhD, Rector of the Police Academy “Alexandru Ioan Cuza’, Bucharest, Romania
Simion Carp, PhD, Rector of the Academy “Stefan cel Mare”, Ministry of the Interior of the Republic of Moldova
Zoltan Rajnai, PhD, Banki Dondt, Obuda University, Hungary
Andrej Sotlar, PhD, Dean of the Faculty of Criminal Justice and Security, Ljubljana, Slovenia
Nikola Dujovski, PhD, Dean of Faculty of Security, Skopje, North Macedonia
Nedzad Korajli¢, PhD, Dean of the Faculty for Criminal Justice, Criminology and Security Studies,
University of Sarajevo, BiH
Boban Saranovi¢, Director of Police Academy, Danilovgrad, Montenegro

PROGRAMME COMMITTEE

Stevo Jacimovski, PhD, University of Criminal Investigation and Police Studies, Belgrade, President
Sasa Mijalkovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Zoran Purdevi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade

Radovan Radovanovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Dusan Joksimovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Goran Vuckovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Sreten Jugovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
David Stephens, PhD, School of Criminal Justice, Michigan State University, USA
Olivier Ribaux, PhD, School of Criminal Justice, University of Laussane, Switzerland
Norbert Leitner, PhD, Association of European Police Colleges
Predrag Ceranié, PhD, Faculty of Security Science, University of Banja Luka, Republic of Srpska, BiH

ORGANIZING COMMITTEE

Dragan Mladan, PhD, University of Criminal Investigation and Police Studies, Belgrade, President
Nenad Radovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Petar Cisar, PhD, University of Criminal Investigation and Police Studies, Belgrade
Nenad Koropanovski, PhD, University of Criminal Investigation and Police Studies, Belgrade
Nikola Milasinovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Radosav Risimovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Aleksandar Cudan, PhD, University of Criminal Investigation and Police Studies, Belgrade
Miladin Nesi¢. PhD, University of Criminal Investigation and Police Studies, Belgrade
Jelena Radovi¢-Stojanovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade
Dragoslava Micovi¢, PhD, University of Criminal Investigation and Police Studies, Belgrade






TABLE OF CONTENTS
VOLUME I

Topic I
CRIMINALISTIC AND CRIMINAL JUSTICE ASPECTS
IN SOLVING AND PROVING OF CRIMINAL OFFENCES

Peter Ruzsonyi

IS “LIFE WITHOUT PAROLE” SENTENCE A DEAD END OR A REASONABLE
SELF-DEFENCE REACTIONT .....cooviiiiiiiiiiiciisicssssss s ssssssssssssssssssens 3
Zorica Vukasinovi¢ Radojici¢

THE NOVELTIES OF THE SERBIAN CIVIL SERVICE LEGISLATION -

INTRODUCING A COMPETENCY BASED HUMAN RESOURCE MANAGEMENT ....17

Jovana VujoSevi¢

FORENSIC EVIDENCE IN CRIMINAL CASE ATTRITION ....cccooeeieiirieeeeereeeeeseennes 29
Milan Zarkovi¢, Marija Tasi¢, Milica Curéié

EXPLOITATION OF VICTIMS OF TRAFFICKING IN HUMAN BEINGS IN THE

CONTEXT OF ARMED CONFLICTS ..ottt stese s sesesssss s esssssenens 43
Jozef Meteriko, Miriam Metenkova

DIGITALISATION IN THE CRIMINALISTICS ...ooooiitieieieeeeeeeeeteeeeteseevee e st ennen 61
Magdaléna Krajnikova, Sonia Masnicova

BIOMETRIC FEATURES OF A PERSON AND FORENSIC IDENTIFICATION................. 79
Svetlana Nikoloska

CRIMINAL LAW AND CRIMINOLOGICAL ASPECTS OF
MONEY LAUNDERING IN THE REPUBLIC OF NORTH MACEDONIA
AND THE REPUBLIC OF SERBIA........ccccceiiiiiiiiiiiiiiicsse e 87

Branko Lestanin, Zeljko Nikacé
FIGHT AGAINST ORGANISED CRIME AND SOME CONTEMPORARY

CRIMINALISTICS METHODS ...ttt ettt etesseentssassssesseentassssnsesaesnsenaes 101
Ivana Bjelovuk, Valentina Bai¢, Tanja Kesi¢

THERMAL IMAGING APPLICATION IN EVIDENCE SECURING . ......ccccooevviviereerieeenne 115
Arpad Budahazi

PLACE OF POLYGRAPH IN CRIMINAL PROCEEDINGS........ccccceceermummmniiieererenennnne 125



VIII INTERNATIONAL SCIENTIFIC CONFERENCE “ARCHIBALD REISS DAYS”
THEMATIC CONFERENCE PROCEEDINGS OF INTERNATIONAL SIGNIFICANCE

Gyongyi Major, Aleksandar Cudan
REINTERPRETING SECURITY IN THE CONTEXT OF THE NEW TYPES OF

RISKS AND CONFLICTS OF GLOBALISATION 4.0 ...couvvvuummrreiemmeeesssmnseessssnssessssssseseons 135
Judit Nagy

FUTURE TRENDS IN CRIMINALITY, JITS AND EU POLICY CYCLE AS

ANSWERS FOR EVOLVING SECURITY THREATS ...corveuurreeesnneeesseeeessssesesessssesessenns 147
Zeljko Nin¢i¢

SECURITY ASSESSMENT IN THE FUNCTION OF COVERT POLICE ACTIVITY....... 163

Katerina Krstevska Savovska
RIGHT TO LIFE AND USE OF FIREARMS IN THE CASE OF
SASO GORGIEV V. MACEDONITA ...ttt etess s st s eseseesensenesens 175

Ivana Bodrozi¢
LEGISLATIVE-TECHNICS CHARACTERISTICS OF CRIMINAL OFFENCE OF

ILL-TREATMENT AND TORTURE IN THE REPUBLIC OF SERBIA.........cccccccevruuuncee 183
Milana Pisari¢
SEARCH AND SEIZURE OF LAWYER'S COMPUTER ......cccsuiimeiriiriiiriinieereieeeireieeeirenennes 195
Zeljko Mirkov
PRACTICAL ASPECTS OF THE PLEA AGREEMENT IN THE
CRIMINAL PROCEDURE LAW OF THE REPUBLIC OF SERBIA..........cccccoeuvivinirinnnnen 205
Mojca Rep
LEGISLATION CHANGES - PERMANENT PART OF CRIMINAL PROCEDURAL
LAW IN SLOVENITA ...t ssssss s s s sssssssaas 219
Natalija Zivkovi¢
CONVICTED ON THE BASIS OF A PLEA AGREEMENT AS A WITNESS.........ccccoocueee. 231
Topic III

CONTEMPORARY SECURITY CHALLENGES
Krunoslav Antollis
DIGITAL EVIDENCE FROM THE INTERNET AND THE CLOUD ......ccccccoeueeeunncreuninnne 243
Snezana Nikodinovska-Stefanovska, Marjan Gjurovski
EU - NATO COOPERATION TO COUNTER HYBRID THREATS .......cccccevvininiinirinnnn. 253

Dusko Dimitrijevi¢
EUROPEAN LEGAL STANDARDS FOR THE SUPPRESSION OF

INTERNATIONAL TERRORISM ....cooviiitinieiiieietetceeeeeteee ettt ss s sesssesssssesssesenensanas 265
Zorica Mrsevi¢, Svetlana Jankovic
PRACTICAL LESSONS OF PAST EUROPEAN DISASTERS .....coviiiieeeeceeeeeee s 279

Dejan Vuleti¢, Jovanka Saranovi¢, Ivan Vulié
THE RELATIONSHIP BETWEEN THE US AND CHINA IN THE CYBER SPACE......... 293

Nebojsa Nikoli¢

FUTURE SECURITY CHALLENGES AND CONTEMPORARY TRENDS

IN PROFESSIONAL MILITARY EDUCATION  ....cooiiiieiiiierirriereieentntseeeeeseeessseseenenenene 305
Ljubinka Kati¢, Zeljko Brali¢

SECURITY CULTURE IN THE SECONDARY EDUCATION SYSTEM....cccccovvueveeccenne 317



Table of contents IX

Miladin Nesi¢
ROAD INFRASTRUCTURE SAFETY MANAGEMENT AS A PART OF THE
ROAD TRAFFIC SAFETY PROTECTIVE SYSTEM ....ooiiiiiiieececeeeeeeeeeeeeeveseveveeenean 327

Zdravko Gruji¢, Dragan Blagi¢, Bojan Bojanic
REEXAMINING THE JUSTIFICATION FOR INTRODUCING
LIFE IMPRISONMENT IN SERBIAN CRIMINAL LEGISLATION ......ccoeveveuueemerercrreenennens 339

Bozidar Otasevi¢, Sasa Mijalkovi¢, Branislav Otasevic¢

THE ROLE OF RELIGIOUS LEADERS IN THE CREATION OF THE 21t DIVISION

OF THE SS - SKANDERBEG AND THEIR INVOLVEMENT IN THE

WAR CRIME IN VELIKA ..ottt sttt ss e ss st eae e aesessesesssssssesesesssneanesens 357

Aleksandar Chavleski, Aleksandar Markoski, Temelko Risteski,

Anita Gligorova, Vida Popovska-Kochiska

THE NEW EU DIRECTIVE ON COMBATTING TERRORISM:

A CRITICAL APPRAISAL ..ottt ere s sese et ensesensenes e s enssesensenenenns 373

Ferdinand Odzakov, Andrej Iliev, Aleksandar Glavinov
INTERNATIONAL MIGRATION AND TERRORISM AS THE
MAIN SECURITY CHALLENGES IN THE 21 CENTURY ....oooiiiiieeieeeeeeeeeeeeeceeeeeene 385

Milan Miljkovi¢, Goran Mati¢, Ivana Rebraca
LEGAL AND INSTITUTIONAL ACTIVITIES OF EU MEMBER STATES TO

COUNTERACT FALSE NEWS AND DISINFORMATION .....ccccooviieieiirieieeeeeeeeeeeesenans 393
Marjan Nikolovski, Marjan Mladenovski, Frosina Nikolovska

UNEMPLOYMENT AND POVERTY AS A SECURITY RISK....ccoovieiiviiiiieieereeeeeeeenene 411
Marko Stankovié¢

THE CONSTITUTION OF SERBIA - WEAKNESSES AND SUGGESTIONS FOR

THEIR ELLIMINATION ...ttt ettt seae et ee et e saaesesessssessatesssesessessessasesasessssesns 423
Vladimir M. Cvetkovi¢

FIRST AID DISASTER KIT FOR A FAMILY: A CASE STUDY OF SERBIA ....................... 447

Hajradin Radonci¢
CONTRIBUTIONS OF THE CHURCH AND RELIGIOUS COMMUNITY TO
NATIONAL SECURITY OF THE REPUBLIC OF SERBIA ........cccoeumumiirerneieneeeererenenenenes 457

Valentina Pavlovi¢, Marijan Vinogradac, Irena Cajner Mraovi¢
WILLINGNESS TO REPORT CRIME IN RELATION TO EXPERIENCE OF
CONTACT WITH POLICE IN SERBIA AND CROATTA........ccocvmiciciciiciccnns 473

Marko Prpi¢, Marga Hajdin, Branko Lobnikar

ANALYSIS OF THE PERCEPTION OF POLICE OFFICERS ABOUT

VARIOUS FORMS OF RADICALIZATION AND EXTREMISM IN

SLOVENIA AND CROATTA ..ottt sttt sttt sss s ssesens 491

Hatidza Berisa, Katarina Joneyv, Zeljko Gaji¢
THE POSSIBILITY OF ENGAGING HARD POWER IN COMBATING TERRORISM...509

Nenad Kovacevi¢, Draginja Vlk
ETIOLOGY OF TERRORISM .....cooiuiiiiiiiiiiiiciicisnsssss s sssssssssssssens 521



X INTERNATIONAL SCIENTIFIC CONFERENCE “ARCHIBALD REISS DAYS”
THEMATIC CONFERENCE PROCEEDINGS OF INTERNATIONAL SIGNIFICANCE

VOLUME II

Topic II
POLICE ORGANIZATION - STRUCTURE AND FUNCTIONING

Gabor Kovacs

THE INFORMATION EVALUATION PROCESS AND THE POLICE .......cccocceovunenerrerrennes 3
Vari Vince

PERFORMANCE AND EFFICIENCY

MEASUREMENT IN THE HUNGARIAN POLICE ..ottt 11
Dragan Vasiljevi¢

NOTIFICATION AS A LEGAL INSTRUMENT UNDER THE NEW LAW
ON GENERAL ADMINISTRATIVE PROCEDURE IN THE REPUBLIC OF SERBIA ....... 23

Maja Luki¢ Radovi¢, Marija Vlajkovi¢
POLICE COOPERATION IN THE EUROPEAN UNION - ORIGINS,
PRESENT STATUS AND CHALLENGES ........cocosiiiiiiiicnineieiieisniecisesssssasesssesssssssssaans 33

Nenad Mili¢, Dragan Milidragovi¢
THE POSSIBILITIES AND CHALLENGES

OF UAV IMPLEMENTATION IN SERBIAN POLICE .....coovviiriiceeceeeeeeeeeeeeeeeeeee s 45
Milan Kankaras, Neven Cveti¢anin, Ivan Petrovié¢
OBJECTIVE APPROACH TO POLICE OFFICERS SELECTION......ccccovviiieiieeeeeeeeeenne 59

Dragomir Jovici¢, Gojko Setka
LEGAL ASPECTS OF POLICE ORGANIZATION
IN BOSNIA AND HERZEGOVINA ..ot isssssssssssssssssns 73

Dalibor Kekié, Milos Milenkovié¢
USE OF THE KOTTER'S MODEL IN THE QUALITY AUDIT
OF ORGANIZATIONALCHANGES OF THE Mol OF SERBIA ......coooiveiieeieeeeeeeeeeeeeeeen 85

Danijela Spasic, Filip Stojanovi¢
QUALITY OF LIFE AND COMMUNITY POLICING: BETWEEN THEORY AND THE
REALISTIC NEEDS OF THE CITIZENSINS .......cceeviuriemmeireneeusenesensessesesasenssssessessesscnsens 99

Vesna Stefanovska
FACTORS RELATED TO CRIME RECORDING
BY THE POLICE: CONDITIONSAND CHALLENGES IN MACEDONIA..........ccoceeenenen. 113

Svetlana Ristovié¢
POLICE MANAGERS CHARACTERISTICS OF IMPORTANCE FOR SUCCESSFUL
ACHIEVING OF THE COMMUNITY POLICING CONCEPT ..o 127

Vladimir Sebek
MODELS OF SPECIALISED ANTI-CORRUPTION INSTITUTIONS WITH A SPECIAL
EMPHASIS ON ANTI-CORRUPTION MODEL

IN THE REPUBLIC OF SERBIA ..ottt ettt st sse e esvesssesssenseassnsensesneenns 137
Dejan Stojkovi¢, Radisa Sakovi¢, Vlada Mitic¢

MEASURING THE PERFORMANCE OF THE POLICE.......ooooiiiieieeeeeeeeeeeveeveeeveeeenns 149
Aleksandra Vasiljevi¢

ADMINISTRATIVE CONTRACT AS A NEW LEGAL INSTITUTE IN THE LAW ON
GENERAL ADMINISTRATIVE PROCEDURE OF THE REPUBLIC OF SERBIA. ............ 161



Table of contents XI

Topic IV
SOCIAL, ECONOMIC AND POLITICAL FLOWS OF CRIME

Uro$ V. Suvakovi¢
IT IS HEROISM TO TELL THE TRUTH - EXAMPLES OF HONEST SWISS
ARCHIBALD REISS AND DICK MARTY oottt ettt sttt vesrestessessessesssesaessnenns 177

Vladimir V. Vekovié, Violeta Culafié
CRIMINAL LAW ENVIRONMENTAL PROTECTION IN THE EUROPEAN UNION
AND SERBIA IN THE LIGHT OF CHAPTER 27 ..ottt 191

Dragan Cvetkovi¢, Marija Micovi¢, Marta Tomi¢
OPERATIONAL RISK MANAGEMENT

IN BANKING AND BUSINESS FORENSICS.........ccooiiiiiiiniiicieieieeieisesenasasssssssssseneens 201

Suzana Dimi¢, Mirjana Puki¢

TAX FRAUD IN SERBIA (NORMATIVE AND PRACTICAL ASPECT).....cccceoeuriuniurinen. 217

Danijela Petrovi¢, Gordana Damjanovi¢

ECONOMIC ANALYSIS OF THE CRIMINAL OFFENCE.........ccocoociiiiinininincniinciseieens 231
Topic V

FORENSIC LINGUISTICS AND LANGUAGE FOR SPECIFIC PURPOSES

Slobodan Jovicié, Jelena DPordevié, Zorka Kasic¢
SPECIFIC FORMS OF INDIVIDUAL PRODUCTION
IN SPEECH EXPRESSION - FORENSIC IMPLICATIONS ....eveiiieeeeeeeeeeeeeeeeeeeee e 245

Jadranka Ratko Otagevié, Saga Atanasov, Gordana Coli¢
UTILIZATION OF VOICE ANALYSIS METHOD
IN CRIMINAL INVESTIGATIONS......cooiiiiiteteeeeii ettt sttt ss s ssenans 261

Sase Gerasimoski
ANALYSIS OF MACEDONIAN TRANSLATIONAL EQUIVALENTS
OF THE ENGLISH TERMS “PUBLIC POLICING” AND “PRIVATE POLICING”............ 271

Topic VI
INFORMATICS AND APPLIED MATHEMATICS IN FORENSIC,
CYBERCRIME AND SECURITY SCIENCES

Miodrag N. Simovi¢, Vladimir M. Simovi¢, Dragan Jovasevic¢
CRIMINAL OFFENSES AGAINST SECURITY OF COMPUTER DATA IN THE
REPUBLIKA SRPSKA ACCORDING TO THE CRIMINAL LAW OF 2017....cccecvevvevennnne. 285

Petar Cisar, Dus$an Joksimovié
HEURISTIC SCANNING AND SANDBOX APPROACH
IN MALWARE DETECTION ...ttt ettt ettt e et e see et e ssaeseasesnsessasesnnessnneans 299

Snezana Stojici¢, Natasa Petrovi¢, Vojkan Nikoli¢, Radovan Radovanovic¢

CHALLENGES IN ELECTRONIC COMMERCE FROM THE ASPECT OF PROTECTING
PERSONAL DATA STORED IN CERTAIN DATABASES

AND DIGITAL FORENSICS.......coiiiiiiieiiiniieeeiriieieeseeeseiseiesseas e esesssassse s ssesssasssens 309

Venezija Ilijazi, Brankica Popovi¢, Kristijan Kuk, Petar Mili¢
IMPLEMENTATION OF AN ELECTRONIC SERVICE
“E-CRIMINAL RECORD” ON PORTAL E-ADMINISTRATION .....ccccceuiirinininiriniines 321



INTERNATIONAL SCIENTIFIC CONFERENCE “ARCHIBALD REISS DAYS”

XII THEMATIC CONFERENCE PROCEEDINGS OF INTERNATIONAL SIGNIFICANCE

Ivan Babi¢, Aleksa Maksimovi¢, Slobodan Nedeljkovi¢, Mihailo Jovanovi¢,
Milan Cabarkapa, Dragan Randelovi¢

USEFUL PYTHON LIBRARIES FOR CREATING IDS SOFTWARE ......cccoooveveerrnee 337

Milica Stojkovi¢, Milica Cvetkovi¢

ABUSE OF E-COMMERCE FROM THE ASPECT OF CYBERCRIME ........cccceuererererenennne 349

Igor Vukovi¢

CENTRALIZED DIGITAL FORENSIC ANALYTICAL SYSTEM: RATIONALIZATION

USING OPEN-SOURCE SOFTWARE OF GENERAL PURPOSES.......ccccoooveiiieiereeenee. 361

Vladimir Jovanovié¢

ANALYSIS OF ATTACK ON THE WIRELESS COMPUTER NETWORK........c.ccccoevernnnee. 377
Topic VII

INNOVATIVE TECHNIQUES AND EQUIPMENT
IN FORENSIC ENGINEERING

Isabelle Radgen-Morvant, Natalie Kummer
AN INVESTIGATIVE APPROACH FOR INCIDENTS
INVOLVING CHEMICAL WARFARE AGENTS (CWAS)....cvtureuiuereenereeerenineeneineeseesesneenens 395

Nicolas Estoppey, Susana Medeiros Bozic

FIGHT AGAINST CHEMICAL WATER POLLUTION: SETTING UP

A MONITORING SYSTEM IN RIVERS OF THE LAKE GENEVA BASIN

TO SUPPORT AUTHORITIES IN DECISION-MAKING.......cccoceurerrmricrnerererrecreenecnenrenenns 403

Jovana Vesovi¢, Anja Zlatanovi¢, Smilja Teodorovi¢
HOW DO I SMELL? THE POTENTIAL OF BODY ODOR
IN HUMAN PERSONAL IDENTIFICATION .....cctvniuiireirereereneeenseesensessesseesesssssessessesseseene 415

Nikola Glodovi¢, Nemanja Vuckovi¢, Nikola Milasinovi¢
THE APPLICATION OF CHITOSAN-BASED MICROPOWDERS
IN DEVELOPMENT OF LATENT FINGERMARKS.......coooeiereireeeereeeeeeeeeeeeeeeeresenenees 427

Marija Veles, Ruzica Erceg, Jelena Maksimovi¢, Maja Pagnacco

BRAY-LIEBHAFSKY OSCILLATORY REACTION AS AN EASY AVAILABLE
ANALYTICAL TECHNIQUE FOR DETERMINATION OF RESORCINOL
CONCENTRATION ..ottt sttt sttt ses s s et st etesssessssssesssasessasasans 441

Srecko Ili¢, Aleksandra Vulovié, Jelena Lamovec
VISUALIZATIONAND RISK ESTIMATION OF HARMFUL SUBSTANCES
LEAKAGE BASED ON ALOHA CODBE......ooiiiiiieietieeeeeeeeeeeeeeseetesteeese et sssssessessesensenees 449

Topic VIII

EFFECTS OF PHYSICAL ACTIVITY ON ANTHROPOLOGICAL STATUS
IN SECURITY AGENCY PERSONNEL

Nenad Koropanovski, Savo Skitnja, Radivoje Jankovi¢
GENDER DIFFERENCES AND CLASSIFICATION OF POLICE UNIVERSITY
STUDENTS RELATING TO JOINT TISSUE FLEXIBILITY ...oooveviitiieieeeeeeeeeeereeveeeeene 467

Aljosa Arlov, Zeljko Krneta
THE LIFE HABITS, COGNITIVE CAPACITY AND EFFICIENCY OF STUDY ............... 479



OBJECTIVE APPROACH
TO POLICE OFFICERS SELECTION

Milan Kankaras, PhD!
University of Defence, Belgrade, Serbia

Neven Cveti¢anin, PhD
Institute of Social Sciences, Belgrade, Serbia

Ivan Petrovi¢, PhD
University of Defence, Belgrade, Serbia

Abstract: Protection and enhancement of people and property security is the
police aim. To achieve this aim police officers carry out numerous activities.
Bearing in mind the previously mentioned, the goal accomplishment directly
depends on an employee’s quality. Thus, hiring the best candidates is one of
the most important activities of human resource management in the police
organization. In order to employ the best candidates, the police leadership
strives to increase objectivity through the process of police officers’ selection.
In that process, based on job description, human resource specialists set the
criteria of choice. Concerning different importance of the criteria, it is nec-
essary to determine weight for each criterion and, based on the criteria and
individual characteristics of candidates choose the candidate who best fulfils
job requirements. The objective of this paper is to describe an objective ap-
proach to police officers selection through the application of Analytic Hier-
archy Process (AHP) and Multi-Attributive Ideal-Real Comparative Analysis
(MAIRCA). This approach is equally applicable within police organization as
well as in other organizations.

Keywords: human resources, selection, AHP, MAIRCA, method.

INTRODUCTION

Police performs numerous activities to ensure equal protection, rights and
freedoms for everyone. Bearing in mind that police officers carry out these activ-
ities, police efliciency depends on their quality. To increase the efficiency and ac-
complish police goals, it is necessary to hire employees with adequate knowledge,

1 kankaras.milan@outlook.com
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abilities and skills. Human resources selection is one of the basic processes that
enable the choosing of the best candidate. One of the human resources selection
characteristics is a certain level of subjectivity.

Concerning that, the responsible management strives to increase the objectiv-
ity as much as possible. In order to reduce bias, police management can apply pre-
defined criteria. The criteria depend on job description and there are fundamen-
tal and additional criteria. Fundamental criteria are mandatoryj, i.e. all candidates
have to fulfill these requirements. In contrast, auxiliary criteria are desirable, so
candidates should meet demands as much as possible and the candidate choice
hinges on the fulfillment level of the criteria.

Taking into account that additional criteria influence the selection differently,
there are two main problems in the process of police officers selection: additional
criteria significance and candidates ranking. There are various methods to de-
termine the weights of criteria and rank candidates (ELECTRE, PROMETHEE,
MENOR, VIKOR, AHP and cetera), but each of them has a certain level of sub-
jectivity. It is necessary to combine several different methods to increase objectiv-
ity in the selection process. The goal of this paper is to check the applicability of
amalgamating the AHP and MAIRCA methods in case of police officers selection.
The AHP method enables determining criteria weights, and MAIRCA enables
candidates ranking by their characteristic deviation from the ideal characteristic.

In addition to introduction and conclusion, the paper includes three chapters.
The challenges of human resources selection is described in the first part of the
paper. Besides the selection process description, AHP-MAIRCA hybrid method
is explained in the second chapter. Finally, the model is applied on the case of
police officers selection and its applicability is checked.

The challenges of human resources selection

Human resource management includes several activities. One of them is a se-
lection that enables to hire the best candidates. There are a number of definitions
of selection, but there are no essential differences among them. Human resources
selection can be defined as a choice among eligible candidates by pre-set methods
and hiring the best candidate or candidates (Dessler, 2014; Kulic, 2005; Loji¢,
2011; Gusdorf, 2008; Mathis, et al., 2008). In effect, in the selection process, or-
ganizations compare job requirements and candidates’ competences and hire a
candidate who meets the demands most (Figure 1).

Based on job description, human resource specialists prepare job require-
ments (professional knowledge, experience and specific skills) which a manage-
ment accepts or requests certain corrections. Practically, those requirements rep-
resent selection criteria. Essentially, there are two types of criteria: fundamental
and additional (Kankaras, et al., 2018). Fundamental criteria are compulsory and
candidates have to meet all demands. However, those enable only the candidates’
elimination. Objective ranking of eligible candidates based on the fundamental
criteria is impossible. In contrast, additional criteria are desirable, so candidates
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should meet demands as much as possible. Thus, candidates are different in the
level of fulfillment of the additional criteria.

Candidate's lob

competences requirements

Requirement -

Figure 1: Comparison between job requirements and candidate’s competences

Bearing in mind that an organization determines its fundamental criteria
based on job description, there is no problem in defining them. Conversely, aux-
iliary demands are not directly related to job description but candidates with ad-
ditional competencies would better do the job. Setting the additional criteria is
one of challenges, which the management and human resource specialists should
solve. Whereas additional criteria are desirable, their influence on the candidates’
ranking is different. Due to these differences, organizations should determine the
weights of criteria. Finally, based on the determined criteria, their weights and
candidates’ reference human resource specialists rank candidates and manage-
ment can choose the best candidate.

In accordance whit the selection process analysis, there are three main issues:
additional criteria determination, criteria weights setting, candidates ranking and
the choice of the best candidate. Human resources selection is a serious process
and its result has an effect on organizational success (poor employees, poor busi-
ness). In order to increase the accomplishment, organizations should pay spe-
cial attention to human resources selection process. To increase objectivity and
quality of the selection process outcomes, organizations can use a wide range of
scientific methods.
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AHP-MAIRCA model

There are numerous methods to choose the best candidates, both in the theory
and practice. The most applicable methods are AHP, ELECTRE, PROMETHEE,
TOPSIS, MAIRCA, etc. Based on the approach, the methods are applied in two
ways: individual or hybrid usage. Bearing in mind that each method has advan-
tages and disadvantages, a hybrid approach is more suitable. It reduces the short-
comings of individual methods and its elements complement each other.

A choice of the hybrid model depends on the deficiencies that need to be
vanquished. In the case of human resources selection process, it is necessary to
determine the weights of additional criteria and to rank candidates by their com-
petences. One of the suitable hybrid models is the AHP-MAIRCA model. This
model enables weight setting using the AHP method, and candidates ranking
according to the MAIRCA method (Figure 2).

r— - - - T T - - - = A (=== = = = ]
I Creation of experts preferences matrices I | Formation of initial decision matrix |
I | I
! I
: s : I Definition of candidates preferences |
S YES
Ic | | : g
I g | : Calculation of theoretical ratings matrix é I
= NO 2 |
§4] y @
=
I * b
_1 §’ Formation of average preferences matrix | : Calculaton ofreal ratings matrx g :
s >
= ¥ Q
| £ | I i
= . ’ . |
| ° Cachainbinomazenar | | Definition of total gap by candidates |
I * I I 7
| Calculation of mean in row | | Candidates ranking on the basis of l
individual gap |
- _ _ _— _— _ _ ____ | e _
- Required
" checking results
!

Choice of the best candidate

Figure 2: AHP-MAIRCA model

As shown in Figure 2, the model consists of two phases: criteria weights deter-
mination and candidates ranking. Bearing in mind that the list of candidates who
tulfill both the fundamental and additional criteria are set, the first stage begins
by determining expert preferences. Using Saaty rating scale, the experts compare
the additional criteria, and, after consistency checking and based on individual
experts matrices, average preferences matrix (Xp) is formed (equation 1).
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n
1
Xp = E xl'j 1
i=1
Where,
x,; - element of average preferences matrix;
n — number of experts.

The next step includes a division of each column element whit the sum of
column elements (Nikoli¢, et al., 1996). In this manner, normalized matrix (X ) is
calculated (equation 2).

xij
X, =
n n
21 xij 2

Criteria weights (w,) are determined by a mean value of each normalized ma-
trix row (equation 3).

1¢m
W; = —2i—1 Xni 3
l mZ;_1 ni
Where,
x . — element of normalized matrix row;

n — number of elements in the row.

The determination of criteria weights is one part of the model and it is per-
formed by Analytic Hierarchy Process, as well as by software Expert Choice.
Further, the first phase result is input to the second stage — candidates rating. A
suitable method to rank candidates is Multi-Attributive Ideal-Real Comparative
Analysis which is based on the comparison of theoretical and empirical solution
(S) ratings by each criterion (C). The method determines a gap between ideal
and observed ratings and, at the end of the process, ranks solutions by gap values
(solution with the lowest gap value is the best ranked). In accordance with that,
the second phase consists of six steps.

Based on MAIRCA procedure, the first step includes formulation of the initial
decision-making matrix - I (Pamucar, et al., 2018; Tesi¢, et al., 2018). That matrix
determines the candidates’ characteristics — solutions values (S) by criteria - C
(equation 4).

i
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lmi1 " lmn

Depending on characteristics, solutions values can be quantitative and qual-
itative. To use descriptive (qualitative) values in the process directly is impos-
sible. In that sense, it is necessary to transform these values applying an appro-
priate method (Nikoli¢, et al., 1996). The next step is preferences definition for
the choice of solutions (P). Bearing in mind that employers should be neutral,
in human resources selection process there are no the preferences of candidates.
Thus, the preference of each candidate is the same, and depending on a number

of candidates (equation 5).

Py Pos = 19 o T 5

As shown, the solution preference is a ratio of one and total number of solu-
tions — m. The next step includes the calculation of the theoretical (ideal) ratings
matrix (T ) as a product of solution preference and criterion weight — equation 6
(Pamucar, et al., 2018).

Pe . Wy ... Wy . p Wi ... Wy
o :51 t-”ll tp]"l :51 Pg. * wq P-"I * Wy,
P L : * H - : 6
p : : =p 2 . :
s, S
"[Ep s o m|Pg, * Wy Pg  *wy

Criteria weights are determined in the first stage. The fourth step enables the
calculation of real ratings matrix (T). Based on MAIRCA procedure, the ele-
ments of real ratings matrix (t) represent a product of the theoretical ratings
matrix elements (Tp) and the initial decision-making matrix elements (X) using
the following formulas (Pamucar, et al., 2018):

higher is better (benefit type criteria):
JCU' —xj_
i D F__— 7
lower is better (cost type criteria):

6, =t »(225 8
= *k
Tij Pij  \xj —xf
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Where:
X_jN+ - the maximum value of observed criterion by solutions;
X_jN- - the minimum value of observed criterion by solutions.
Based on a criteria type and its calculated elements, the real ratings matrix (T )
is formed (equation 9).

Ci o O
by ey
T,=: : . : 9
S . . -
o t’"ml t?"mn

The next, fifth step, includes formatting a total gap matrix (G). The matrix ele-
ments (gij) are obtained as a difference between the theoretical and real rating ma-
trix elements (Pamucar, et al., 2018). This difference represents the gap between
ideal (theoretical) values and the observed (real) ratings (equation 10).

911 YGin bpyg “trn 7 oy T b
G = . oy H — : -, : 10
Im1 " Gmn tpmi g tpmn ~Lrmn

Based on the gap value, the best option is the smallest gap, i.e. the element of
gap matrix should be zero or gravitate towards zero. A higher gap represents a
worse solution (farther than ideal value). In accordance with that, the final step
is solutions rating based on the declination of real solutions value from the ideal.
The final values (Q,) are obtained by summing gaps by solutions — equation 11
(Pamucar, et al., 2018).

Qi =Z?;1.glj 11

In this manner, the candidates can be ranked by their individual characteris-
tics and objectivity is increased. Further, the described AHP-MAIRCA model is
applied to solve the practical problem of police officer selection.
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Police officer selection

This paper discusses the problem of ranking five candidates for the service as
a police officer (S). Due to the limited scope, only four criteria are considered in
the paper (C):

+ C, - education (school grades);

» C, - physical ability (the test of physical fitness);

« C, - intellectual ability (the psychological test);

« C, - work experience (the years of experience).

In order to determine the weights of criteria, five experts have compared cri-
teria by Saaty rating scale, and average preferences matrix have been formed by
equation 1. Also, to perform the next step (the calculation of normalized matrix)
the sum of column has been calculated (table 1).

Table 1: Average preferences matrix

Criterion |C, C, C, C,

C 1.000 0.333 0.333 0.333
C, 3.000 1.000 0.333 2.000
C, 3.000 3.000 1.000 4.000
C, 3.000 0.500 0.250 1.000
2 10.000 4.833 1.917 7.333

Bearing in mind that consistency ratio is 0.09, the pairwise comparison results
are acceptable. Based on the experts’ opinion and equation 2, the normalized ma-

trix has been calculated (table 2).

Table 2: Normalized matrix

Criterion C, C, C, C,

C, 0.100 0.069 0.174 0.045
C, 0.300 0.207 0.174 0.273
C, 0.300 0.621 0.522 0.545
C, 0.300 0.103 0.130 0.136
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Finally, the criteria weights have been determined by equation 3:

+ w, (the weight of education)
« w, (the weight of physical ability) 0.238
« w, (the weight of intellectual ability)

0.097

« w, (the weight of work experience)

0.497
0.168

The determination criteria weights are the end of the first phase. The second
stage starts by forming the initial decision-making matrix. That matrix has been
formed based on the individual characteristics of candidates and by equation 4

(Table 3).
Table 3: The initial decision-making matrix

Candidate C, C, C, C,
S, 4.20 70.00 110.00 2.00
S, 3.60 65.00 125.00 3.00
S, 3.70 70.00 120.00 1.00
S, 2.50 75.00 114.00 4.00
S, 4.00 90.00 110.00 3.00

Bearing in mind that there are no preferences of candidates, and using equa-
tion 5, the preference of each candidate is 0.2. Based on the criteria weights, the
preference for the choice and using equation 6, the theoretical rating matrix is

formed (table 4).
Table 4: The theoretical rating matrix

Candidate C, C, C, C,

Sl 0.019 0.048 0.099 0.034
32 0.019 0.048 0.099 0.034
S, 0.019 0.048 0.099 0.034
54 0.019 0.048 0.099 0.034
Ss 0.019 0.048 0.099 0.034
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In the case of police officer selection, the best candidate is the one who fulfils
criteria to the greatest extent possible. Taking into account that the type of each
criterion is benefit, equation 6 is applied to calculate the elements of the real rat-
ing matrix (table 5).

Table 5: The real rating matrix

Candidate C, C, C, C,

S, 0.019 0.010 0.000 0.011
S2 0.013 0.000 0.099 0.022
S3 0.014 0.010 0.066 0.000
S, 0.000 0.019 0.027 0.034
S5 0.017 0.048 0.000 0.022

Finally, in accordance with the above and using equations 9 and 10, the total
gap matrix is formed, the final values of each candidate, as well as candidates’
rank (table 6).

Table 6: The total gap matrix, the final values and candidates rank

Candidate |C1 C2 C3 C4 Qi Rank
S1 0.000 0.038 0.099 0.022 0.160 4
S2 0.007 0.048 0.000 0.011 0.066 1
S3 0.006 0.038 0.033 0.034 0.111 2
S4 0.019 0.029 0.073 0.000 0.121 4
S5 0.002 0.000 0.099 0.011 0.113 3
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Figure 3: Graphic presentation of the final values

As shown in table 6, the smallest gap between ideal and observed ratings is 0.06,
i.e. the characteristics of the second candidate (52) are most in line with job require-
ments. Thus, the second candidate is the best choice for the organization in con-
crete circumstances. The final values can also be displayed graphically (Figure 3).

CONCLUSION

In the case of increasing objectivity in the police officer selection process, the
specifics of police organization were taken into account, especially in the field
of human resources management. The main goal of the paper was to provide
a description of the proposed AHP-MAIRCA model, as well as its applicability
in the process of selecting human resources, pointing to the importance of
the selection of human resources in the police organization. By examining the
possibility of applying AHP-MAIRCA model in the process of police officer
selection, the practical applicability of this approach has been established. The
proposed model has been presented in a specific case of admission of a police
officer. Based on the research results, in addition to applicability of the model, it
can be concluded that it allows for the following:

« the reduction of subjectivity;

o spotting the discrepancy between candidates’ real characteristics and the
ideal characteristics.
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1. Based on the research results, the model’s applicability is clearly noticed.
Besides that, the complexity of choosing human resources also implies the
complexity of using methods based on expertise as well as a certain level of
subjectivity. Ditto, the human resource selection process includes the selection
of adequate experts, as well as the calculation of their proposals using adequate
techniques and methods. Therefore, the AHP-MAIRCA model can be
supplemented by other methods of multi-criteria decision-making. Furthermore,
in addition to “ordinary” (natural) numbers in the process of selection, it is
recommended to apply methods on other types of numbers (fuzzy, fuzzy interval
valued (fuzzy), neuro-fuzzy, rough with or without fuzzy or other types of
numbers). The combination of different types of numbers and different methods
significantly increases objectivity in the selection and validation of the research
results. In addition, this can have a decisive influence in the selection of adequate
employees.

2. Besides advantages of the method, there is a possibility of error due to the
low-level process automation. In order to improve the human resource selection
process, we should consider a creation of appropriate software. The importance
of the paper is reflected in the practical application of the AHP-MAIRCA model,
not just in the police organization, but also in other organizations. Illustration of
the simplicity of the model usage is another contribution of this paper.
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